UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

XA NARI Poc 1ap — Tw do — Hanh phuc
S6: 390/QDb-UBND Na Ri, ngay 10 thang 9 nam 2025
QUYET PINH

Veé viéc ban hanh Quy ché bio dam an toan thong tin,
an ninh mang hé thong mang ngi bo caa Uy ban nhan dan xa Na Ri.

CHU TICH UY BAN NHAN DAN XA NA RI

Can cir Lugt Cong nghé thong tin ngay 29/6/2006;

Can cur Luat An toan théng tin mgng ngay 19/11/2015;

Can cir Lugt An ninh mgng ngay 12/6/2018;

Can cir Nghi dinh sé 64/2007/NP-CP ngay 10/4/2007 cuia Chinh pha vé iing
dung cong ngh¢ thong tin trong hoat dong cua co quan nha nuoc;

Can cir Nghj dinh sé 72/2013/NP-CP ngay 15/7/2013 cua Chinh phui vé qudn
ly, cung cap, st dung dich vu internet va thong tin trén mang;

Can cir Nghi dinh sé 85/2016/NP-CP ngay 01/7/2016 cia Chinh phui vé bdo
dam an toan hé thong théng tin theo cdp do;

Can cir Quyét dinh s6 05/2017/0D-TTg ngay 16/3/2017 cua Thui tieéng Chinh
phi ban hanh quy dinh vé hé thong phwong dn 1ng ciru khan cdp bdo dam an toan
théng tin mang quéc gia;

Can cir Théng tw s6 20/2017/TT-BTTTT ngay 12/9/2017 ciia B Thong tin va
Truyén théng quy dinh vé diéu phoi, iing cizu Sir ¢é an toan thdng tin mang trén toan
quac;

Can cir Thong tw s6 27/2017/TT-BTTTT ngay 20/10/2017 cuia Bé Théng tin va
Truyén théng quy dinh vé quan ly, vdan hanh, két néi, sir dung va bdo dam an toan
thong tin trén mang truyén sé liéu chuyén ding ciia cdc co quan Pdng, Nha nudc;

Can cir Quyét dinh sé 10/2020/0D-UBND ngay 08/5/2020 ciia Uy ban nhan
dan tinh Thai Nguyén vé viéc Ban hanh Ngi quy bdo dam an toan thong tin mang
trong hoat dong ung dung cdng nghé thdng tin cia co quan nha nudc trén dia ban
tinh Thai Nguyén;

Can cir Quyét dinh s¢ 73/2024/0P-UBND ngay 31/12/2024 cia UBND tinh
Thai Nguyén vé sita doi, bé sung mét sé diéu ciia Quy ché bdo dam an toan thdng
tin mang trong hoar dong 1ng dung cong nghé thong tin cua co quan nha nwdc trén



dia ban tinh Thai Nguyén, ban hanh kém theo Quyér dinh sé 10/2020/0P-UBND
ngay 08/5/2020 cua UBND tinh Thai Nguyén;

Xét d@é nghj cia Cong an & tai Tortrinh sé 155/TTr-CAX ngay 10/9/2025.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché bao d¢am an toan thdng
tin, an ninh mang hé théng mang ndi bo cua bao dam an toan théng tin, an ninh mang
hé théng mang noi bo cua Uy ban nhan dan x4 Na Ri.

Piéu 2. Quyét dinh ndy c6 hiéu luc ké tir ngay ky.

Piéu 3. Chanh Vin phong HDND-UBND, Trudng phong Vian hoa - X& hoi,
Truéng phong Kinh té, Trugng Cong an, Giam doc Trung tdm Phuc vu hanh chinh
cong, cdng chirc Vian hoa - Xa hoi (phy trach CNTT) va céc to chic, ca nhan ¢o lién
quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu biéu 3; CHU TICH

- Thuong true DU, HDND xa (b/c); )
- CT, cac PCT UBND xa;

- UBMTTQ va cic doan thé X&;

- Céc phong chuyén mén thudc xa;
- Ban Chi huy Quén sy xa;

- COng an x&;

- Luu: VT.

Nong Thi Anh Tho
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CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap — Tw do — Hanh phuc

QUY CHE
Bao dam an toan thong tin, an ninh mang hé théng mang ndi b
cia UBND xa Na Ri
( Kém Quyét dinh so 390/0D-UBND ngay 10 thang 9 nam 2025 cia
UBND x& Na Ri)
Chuwong I
QUY PINH CHUNG

Pi¢u 1. Pham vi diéu chinh va déi twong ap dung
+ Pham vi diéu chinh

Quy ché nay quy dinh cac chinh sach quan 1y va céc bién phap nhdm bao dam
an toan thong tin cho H¢ thong mang ndi bo va cac h¢ thong thong tin cia UBND
xa Na Ri, bao gom:

+ Pham vi quan 1y vé vat Iy va logic cta to chc;

+ Cac tng dung, dich vu h¢ théng cung cép;

+ Ngudn nhan luc bao dam an toan thong tin.

+ Déi tugng ap dung

+ Can b9, vién chirc va nguoi lao dong thuoc UBND xa Na Ri;

+ Co quan, t6 chirc, ca nhan co két ndi, st dung H¢ théng mang ndi b tai
UBND xa Na Ri;

+ Co quan, t6 chirc, c nhan cung cap dich vu quan 1y, van hanh, duy tri, phat
trién va bao dam an toan thong tin mang phuc vu hoat dong ctia H¢ thong mang noi
bo.

Piéu 2. Giai thich tir ngir

Trong quy ché nay, cac tir ngir dudi day dugc hiéu nhu sau:

1. An toan thong tin mang: La su bao v€ thong tin, H¢ théng mang ndi bd trén
mang tranh bi truy nhap, st dung, tiét 19, gian doan, stra d61 hodc pha hoai trai phép
nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cia thong tin.

2. Mang: La mdi trudng trong d6 thong tin dugc cung cap, truyén dua, thu thap,
xu 1y, luu trir va trao d61 thong qua mang vién thong va mang may tinh.

3. Hé thong mang ndi bo: La tap hop phan ctng, phin mém va co so dit liéu
duogc thiét 1ap phuc vu muc dich tao lap, cung cap, truyén dua, thu thap, xtr ly, luu trix
va trao doi thong tin trén mang.



4. Cha quan Hé théng mang ndi bd: La co quan, to chirc, ca nhan c¢6 thim quyén
quan 1y truc tiép doi véi H¢ thong mang ndi ba.
5. Su ¢ an toan thong tin mang: La vi¢c thong tin, HE théng mang ndi bd bi gay
nguy hai, anh huong to1 tinh nguyén ven, tinh bao mat hoac tinh kha dung.
6. Rui ro an toan théng tin mang: La nhimg nhan t6 chu quan hodc khach quan
c6 kha nang anh hudng tdi trang thai an toan thong tin mang.
7. Banh gia i ro an toan thong tin mang: La viéc phat hién, phan tich, uéc luong
murc do ton hai, mé1 de doa doi véi thong tin, HE thong mang ndi ba.
8. Quan 1y rui ro an toan thong tin mang: La viéc dua ra cac bién phap nham
gidm thiéu rai ro an toan thong tin mang.
Picu 3. Muc tiéu, nguyén tic bao dam an toan thong tin
1. Muyc tiéu bao dam an toan thong tin
Bao v¢ thong tin, HE théng mang ndi bo trén mang tranh bi truy nhap, st
dung, tiét 1§, gian doan, stta d6i hodc pha hoai trdi phép nham bao dam tinh
nguyén ven, tinh bao mat va tinh kha dung cta H¢ thong mang noi bo.
2. Nguyén tic

a) To chirc, ca nhan thudc d6i twong ap dung Quy ché nay co trach nhiém
bao dam an toan théng tin va Hé théng mang noi bo trong pham vi xu ly cong
viéc cua minh theo quy dinh cua phap luat, huéng dan cua co quan, don vi ¢cO
tham quyén va cac quy dinh tai Quy ché nay.

b) Bao dam an toan thong tin (ATTT) la yéu cau bat budc, phai dugc thuc
hién thuong xuyén, lién tuc trong qua trinh:

+ Thu théap, tao lap, xur 1y, truyén tai, luu trir va st dung thong tin, dit liu.
+ Thiét ké, thiét 1ap va van hanh, nang cap, hay bo hé thong thong tin.

¢) Viéc bao dam an toan Hé théng ‘mang noi bo duge thuc hign mot cach
tong the, dong bo, tap trung trong viéc dau tu cac gidi phap bao v¢, co sy dung
chung, chia sé tai nguyén dé tdi wu hiéu ning, tranh dau tu thira, trung lap.

Pi¢u 4. Nhirng hanh vi nghiém cam

'Céc hanh vi bi nghiém cam quy dinh tai Diéu 7 Luat An toan thong tin mang
va bieu 8 Luat An ninh mang.
Piéu 5. Phoi hop véi nhirng co quan/té chirc ¢d tham quyén
1. Bau moi lién h¢, phdi hop véi cac co quan, to chirc ¢ tham quyen quan Iy
vé an toan théng tin:

UBND x& giao Chuyén tréch Cong nghé thong tin 1a dau moi lién hé, phoi
hop céc co quan, to chirc ¢ tham quyen quan ly vé an toan thdng tin phuc vu viéc
bdo dam an toan, an ninh mang cho Hé thong mang ndi bo. B phan chuyén trach
vé an toan théng tin co trach nhiém tham gia day da cac hoat dong phoi hop, dao



tao, tap huan, cac chuong trinh céng tac bao dam an toan théng tin khi c6 yéu cau
cua to chuc cé tham quyén.

2. Pau mai lién he, phéi hop véi cac co quan, to chuc trong cdng tac hd trg
diéu phoi xur ly sy co an toan thong tin:

a) Céng an tinh Thai Nguyén

+ Nguoi lién hé/bd phan: Phong An ninh mang va phong, chdng ti pham sir
dung cong nghé cao (PA0S)

+ S6 dién thoai: 0692.669.656

b) B6 Cong an/Trung tdm Ung cttu khan cap khéng gian mang Viét Nam
+ Nguoi lién hé/bo phan: Ban Giam sét va (ng ciu su ¢b

+ Sé dién thoai: 0593 505 999

+ Email: report@vncert.vn

+ B&o cdo sy ¢o qua nén tang diéu phdi, xir ly su ¢b an toan théng tin mang
qudc gia: soar.soc.gov.vn

+ Bé&o cao su c¢b qua website caa Trung tdm wng ciu khan cap khéng gian mang
Viét Nam: vncert.vn

Piéu 6. Bao dam nguon nhan lwc
1. Tuyén dung

Can bo duoc tuyén dung vao vi tri 1am vé an toan thong tin c6 trinh do, chuyén
nganh vé linh vuc cdng nghé théng tin, an toan thdng tin, phu hop vai vi tri tuyén
dung.

2. Trong qua trinh lam viéc

a) Trach nhiém bao dam an toan thong tin cho nguoi s dung, can bd quan ly
va van hanh hé thong:

+ Véi nguoi st dung:

+ Nguoi str dung c6 trach nhiém dam bao ATTT dbi voi ting vi tri cong viéc.

+ Phai dugc thuong xuyén t6 chirc quan triét cac quy dinh vé ATTT, nham
nang cao nhan thic vé trach nhiém dam bao ATTT.

+ Phai co trach nhiém ty quan 1y, bao quan thiét bi ma minh dugc giao st dung;
khong tu y thay doi, thao lap thiét bi.

+ Vi can bd quan 1y va van hanh hé thong

+ Can bo quan 1y va van hanh hé thong phai thiét 1ap phuong phap han ché truy
cap mang khong day, giam sat va diéu khién truy cap khong day, t6 chirc sir dung
ching thuc va mi hoa dé bao vé truy cap khong day t6i Hé thong mang ndi bo.

~ +Can b0 quan Iy va van hanh hé thong phai t6 chirc quan 1y dinh danh doi véi

tat ca nguoi dung tham gia str dung HE thong mang ndi bo.



b) Dinh ky hang ndm t6 chirc hodc tham gia pho bién, tuyén truyen nang cao
nhan thirc vé an toan thong tin cho ngudi sir dung do don vi chire ning t chuec.

3. Cham dut thay ddi cong viéc

a) Can bo chim dut hoic thay doi cong viéc phai thu hoi thé truy cap, thdng
tin dugc Iuu trén cdc phuong ti¢n luu trit, cac trang thiét bi may méc, phan ctng,
phan mém va céc tai san khac (néu cd) thudc so hitu cua to chuc.

b) Cén bo nghi viéc phai co cam két giir bi mat théng tin lién quan dén to chic
sau khi nghi viéc.

¢) Bo phan chuyén trach thyc hién vo higu hoa tat ca cac quyen ra, vao, truy
cap tai nguyén, quan tri hé thong sau khi can bé théi viéc.

Chuong 11
BAO PAM AN TOAN THONG TIN TRONG QUAN LY THIET KE, XAY
DUNG HE THONG
Picu 7. Thiét ké an toan Hé thong mang ndi b

1. Bo phan chuyeén trach xay dung tai liéu mo ta quy mo, pham vi va déi twong
su dung, khai thac, quan ly van hanh h¢ thong mang néi bo va thuyet minh trong Ho
so dé xuat cap do cua hé thong.

2. Bo phan chuyeén trach xay dyng tai ligu md ta thiét ké va cac thanh phan
caa hé thong mang noi bo thuyét minh trong Ho so dé xuat cap d6 cua hé thong.

3. Bo phan chuyeén trach xay dung tai li¢u md ta phuong an bao dam an toan
thong tin theo cap d¢ cua h¢ thong thdng tin thuyet minh trong Ho so d€ xuat cap do
cua hé thong.

4. Bo phan chuyeén trach xay dung tai liéu mo ta phuong an lya chon giai phap
cong ngh¢ bao dam an toan thong tin cua hé thong dugc thuyet minh trong Ho so de
xuat cap do cua h¢ thong.

5. Bo phan chuyén trach khi c6 thay doi thiét ké, danh gia lai tinh phti hop cua
phuong én thiet ke doi véi cac yeu cau an toan dét ra doi véi hé thong, bao cao Lanh
dao quyét dinh trudce khi thuc hién thay doi.

Picu 8. Phat trién phan mém thué khoan

1. Y&u cau c6 bién ban, hop déng va cac cam két ddi vai bén thué khoéan cac
noi dung lién quan den viéc phat trién phan mém thué khoan.

2. Yéu cau cac nha phat trién cung cip ma ngudn phan mém:
a) Céc nha phat trién cung cap ma ngudn phan mém cho bd phan chuyén trach.
b) Bo phan chuyén trach co trach nhiém quan 1y va luu trit ma nguon an toan.

Piéu 9. Thir nghiém va nghiém thu hé théng



1. Bén trien khai xay dung ké hoach, ndi dung thir nghiém hé thong truéc khi
thuc hién thu nghiém va nghiém thu hé thong.

2. Pon vi van hanh thuc hién kiém thir hé thong trude khi dua vao van hanh,
khai thac theo phuong an thict ké dugc phé duyét trong Ho so d¢ xuat cap do.

3. Bo phan chuyén trach va bén trién khai hé théng xay dung ké hoach, quy
trinh tha r]ghiém va nghiém thu hé thong, trinh Lanh dao don vi phé duyét trudc khi
dua hé thong vao van hanh, khai thac.

4. Bo phan chuyeén tréach phdi hop véi bén trien khai hé thdng thyc hién thir
nghiém va nghiém thu hé thong, trude khi dua vao van hanh, khai thac.

Chuong II1
BAO PAM AN TOAN THONG TIN TRONG QUAN LY VAN HANH
HE THONG
Picu 10. Quan ly an toan mang

1. Hg thong mang phai duoc thict ké thong nhat, dugc quan 1y dinh danh, xac
thuc doi vai tat ca nguoi si dung nham muc dich quan ly va bao dam an toan va bao
mat.

2. Hg thong mang ndi bd (LAN) phai duoc bao vé bang twong lira (c6 thé tich
hop tuong la trén modem hodc router) va phan chia hé thong mang thanh céc vung
mang quan ly theo chinh sach an toan thong tin riéng.

3. Mang khong day (WIFI), can thiét lap cac thong s6 an toan va dinh ky it
nhat 3 thang thay ddi mat khau truy cap nham tdng cuong cong tac bao mat. Hé
théng mang khong day phai dugc bao vé bai mat khau an toan.

4. Phai kiém tra hoat dong tong thé cua hé thong sau khi thay doi cau hinh
hoac néng cap h¢ thong.

5. Cap nhat, sao luu du phong va khoi phuc sau khi xay ra su cé:

a) binh ky hang thang hoac khi c6 thay d6i, bo phan chuyén trach thuc hién
sao luu, du phong hé thong trén hé thong doc 1ap nhu USB, DVD hoac SAN.

_b) Céc dir liéu sau yéu cau sao luu, dw phong: tap tin cau hinh h¢ thong, anh
hé dieu hanh may chu, co s¢ dir liéu; dir liéu, thong tin nghiép vu.

6. Truy cap va quan ly cau hinh hé thong:

a) Cau hinh hé théng tir xa phai st dung céc giao thirc bao mat c6 ma hoa
thong tin nhu SSL, TSL, SSH, VPN.

b) Khi cau hinh hé thong tir bén ngoai phai théng qua két ndi VPN.

¢) Toan bo cau hinh hé théng phai duoc luu trén thiét bi hoac hé thong luu triv
doc lap.

Piéu 11. Quan ly an toan may chii va &ng dung
Quy dinh vé quan Iy an toan may chua va ung dung:



1. Quy dinh véi may chu

+ Hoat dong ctia may chu phai dugc gidm sat thuong xuyén, lién tuc, bao ddm
tinh kha dung ctia tng dung.

+ Anh hé diéu hanh phai dugc sao luu du phong trén hé théng luu trir doc 1ap
dinh ky 01 thang/lan.

+ May chu phai dugc nang cap, xtr ly diém yéu an toan thong tin trén may chi
trudc khi dua vao st dung.

+ Viéc két ndi, g& bo may chu khoi hé thdng phai dugc su cho phép ctia Thu
truong don vi va x6a sach dir lidu.

+ C6 tai lidu liét ké, cai dat véi nhimg phan mém hé thng cai trong may chi.
2. Quy dinh véi ung dung

+ Hoat dong cua ung dung phai dugc giam sat thuong xuyén, lién tuc, bao dam
tinh kha dung cua trng dung.

+ Ung dung phai duoc thiét 1ap chinh sach xac thuc; kiém soét truy cép; 6
phuong an bao mat thong tin lién lac va bién phap bao dam an toan ting dung va ma
nguon.

+ Ung dung phai dugc dinh ky kiém tra ddnh gia an toan thong tin 2 nim/lan
hodc khi thay do6i, nang cap mé rong.

3. Truy cap mang cua may chu
+ Két ndi, truy cdp may chu phai dugc kiém soat boi tuong lira hé thong.

+ Chi mo cong quan tri hé thong tir ving mang LAN hoic ving mang quan tri
(néu co).

+ Truy cap quan tri may chu tir bén ngoai mang phai qua kénh két néi VPN,
4. Truy cap va quan tri may chu va irng dung

 + Dinh ky 03 théng thay doi c4c tai khoan, mt khau méc dinh ngay khi dua hé
di€u hanh, phan mém vao str dung.

+ Chi cap quyén quéan Iy may cha va ing dung cho cén bd quan tri theo chirc
nang nhiém vu dugc giao.

+ Truy cap quan tri may chu va img dung phai qua giao thirc ma héa nhu SSL,
TLS, SSH va VPN.

~ + Truy cap quan tri may chu va ing dung tir bén ngoai mang phai qua kénh két
no1 VPN.

5. Quy dinh vé cap nhat, sao luu du phong va khéi phuc sau khi xay ra su ¢

_ + Dinh ky hang thang hodc khi néng cap mg dung phai sao luu, du phong ma
nguon tng dung va co sd dir li€u trén thiét bi hodc h¢ thong ddc 1ap.

+ Dir li€u luu trir phai dugc ma hoa cung ma ki€ém tra tinh nguyén ven.



+ Dir li€u luu trir phai duoc quan ly theo phién ban va cé quan 1y truy cép.
Piéu 12. Quan ly an toan dir liéu
1. Quy dinh du phong va khoi phuc dir liéu

o+ Dinh k}‘{ hang tuan phéi, sao luu, du phong co sé dir liéu va dir li¢u nghi€p vu
(néu co) trén thiét bi hoac h¢ thong doc 1ap.

+ Dit liéu luu trit phai duge ma hoa cing ma kiém tra tinh nguyén ven.
+ Dir li€u luu trir phai duoc quan ly theo phién ban va cé quan 1y truy cap.

2. Binh ky hang thang hoac khi c6 thay doi cau hinh trén hé thong thyc hién
quy trinh sao luu du phong: tap tin cau hinh hé thong, ban du phong hé diéu hanh
may chu, co so dir liéu; dix liéu, théng tin nghiép vu.

3. Ban sao luu duoc luu trit trén thiét bi hodc hé thong doc lap.
Piéu 13. Quan ly sw cé an toan théng tin
1. Thuc hién c6 lap hé théng, ngat két ndi vai cac hé théng lién quan khéc.

2. Khi ¢6 su ¢b an toan thdng tin xay ra, bo phan chuyén trach phai sao luu,
du phong toan bo hién trang hé thdng truéc khi xir 1y su ¢d.

3. Lién hé véi dau mdi tng ctu su ¢d theo thong tin dua ra duéi day:
a) Cong an tinh Thai Nguyén

+ Nguoi lién hé/bd phan: Phong An ninh mang va phong, chdng toi pham sir
dung cong nghé cao (PA0S)

+ S6 dién thoai: 0692669656

b) B6 Cong an/Trung tdm Ung cttu khan cap khéng gian mang Viét Nam
+ Ngudi lién hé/bo phan: Ban Giam sat va tng ciu su ¢d

+ S dién thoai: 0593 505 999

+ Email: report@vncert.vn

+ B&o cao sy ¢ qua nén tang diéu phdi, xir ly su cb an toan théng tin mang
quoc gia: soar.soc.gov.vn

+ Béo céo sy ¢ qua website ciia Trung tdm &g ctu khan cap khong gian mang
Viét Nam: vncert.vn

Pi¢u 14. Quan ly an toan ngudi sir dung dau cuoi

1. Khi két néi thiét bi luu trir ngoai nhu 6 cung di dong, cac loai thé nho,
thiet bi luu trir USB... phai quét virus trudce khi doc hoac sao chép dir liéu.

2. Khong st dung cac may tinh thugc s¢ hitu ca nhan (may xach tay cua ca
nhan, PDA) hoac nhirng thiét bi luu trir di dong c& nhan vao mang quan tri hoac
nghiép vu. Han che toi da viéc st dung cac thiet bi luu trir ngoai dé sao chep, di
chuyén dir liéu.
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3. Thiét 1ap mang cong cong cho cac may tinh thu¢c s¢ hitu ca nhan (may
xach tay cua ca nhan, PDA) hodc nhiing thi€t bi luu trit di dong ca nhan va c6 quan
ly truy cap vung mang nay véi cac vung mang khac trong hé thong.

‘4. May tinh nguoi str dung phai dugc thiét 1ap ché do cap nhat ban va ty dong
va phan mém phong chong ma doc.

Piéu 15. Quan ly rii ro an toan thdng tin mang

Pon vi van hanh xay dung va ban hanh H6 so Quan 1y rui ro an toan théng tin
bao gom cac noi dung sau:

1. Danh muc tai san théng tin, di liéu cé trong hé thong.

2. Panh gia cac rui ro an toan thong tin dbi vai mdi loai tai san.

3. C6 phuong an du phong va khdi phuc sau sy ¢6 d6i véi thong tin, dir liéu
va ung dung.

Picu 16. Két thic van hanh, khai thac, thanh ly, hiiy bé

~ Quy dinh, quy trinh vé Két thuc van hanh, khai thac, thanh 1y, hily bo bao
gom cac ndi dung sau:

1. Quy dinh hity bo céc thong tin/di lieu bao mat Khi stra chira, khic phuc
cac su ¢d cia may tinh ding soan thao vin ban mat, cac phong, don vi phai bao
céo cho nguoi ¢d tham quyén. Khong duoc cho phép céc td chuc, ca nhan khong
c6 trach nhiém tryc tiép sira chira, xt ly, khac phuc su co.

2. Quy dinh vé xir ly va hay bo phuong tién luu trix dién ti

+ Thiét bi CNTT ¢6 chtra dir lidu (may tinh, thiét bi luu trix, ...) khi bi hong phai
dugc can b chuyén trach vé cong nghé thong tin kiém tra, sira chita, khic phuc. Phai
c6 bién phap kiém tra, giam sat dam bao khong dé lot 16 thong tin hay lay nhiém ma
doc d6i voi may tinh mang ra bén ngoai stra chita, bao hanh.

+ Trudc khi tién hanh thanh 1y/loai bo thiét bi cong nghé thong tin cii, phai ap
dung cac bién phap k¥ thuat x6a bo hoan toan dir liéu nguoi dung da tao ra, dam bao
khong thé phuc hoi.

3. Quy dinh vé xir 1y thong tin trén cac phuong tién va thiét bi CNTT

+ Trang thiét bi cong nghé thong tin ¢ luu trit dir liéu nhay cam khi thay doi
muc dich str dung hodc thanh ly, don vi phai thuc hién cac bién phap xda, tiéu huy dir
lidu d6 dam bao khong c6 kha ning phuc héi. Truong hop khong thé tiéu huy dugc
dit liéu, don vi phai thuc hién tiéu hity ciu phan luu trit dit liéu trén trang thiét bi cong
nghé thong tin do.

+ Trang thiét bi cong nghé thong tin c6 bd phan luu trit dit liéu hoc thiét bi luu
trlr dir liéu khi mang di bao hanh, bao dudng, stra chira bén ngoai hoac ngiing str dung
phai thao b phan luu trir khoi thiét bi hodc x6a thong tin, dit liéu luu trit trén thiét bi
(trir truomg hop dé khoi phuc dit lidu).
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Piéu 17. Bao vé bi mat nha nwéc trong hoat dong @ng dung cdng nghé
thong tin

1. Quy dinh vé soan thao, in an, phat hanh va sao chup tai liéu mat

+ Khong duogc soan thao, luwu giit, chuyén giao, diang tai, phat tan thong tin, tai
liéu c6 chira ndi dung bi mat nha nudc trén may tinh hodc thi€t bi khac da két noi hoac
dang két nd1 vo1 mang Internet, mang may tinh, mang vién thong, trir truong hop luu
gilt bi mat nha nudc theo quy dinh cta phép luat vé co yéu.

+ Khong duoc in, sao chup tai li¢u bi mat nha nudc trén cac thiét bj két ndi
mang internet.

+ Phai bd tri it nhat 01 may vi tinh dgc 1ap riéng, khong két ndi mang ndi bd va
mang Internet dung dé quan 1y, soan thao, Iuu trir cac tai liéu mat cia nha nudce theo
quy dinh.

2. Khi stra chira, khic phuc cac su ¢b cua may tinh ding soan thao van ban
mat, cac phong, don vi phai bao cao cho nguoi c6 tham quyén. Khong duoc cho
phép céc to6 chuc, ca nhan khong co6 trach nhiém truc tiép sua chira, xir ly, khac
phuc su co.

3. Trudce khi thanh 1y cac may tinh trong cac co quan nha nudc phai dung
cac bién phap k¥ thuat xéa bo vinh vien dit li¢u trong 6 ctng may tinh.

Chuwong IV
PIEU KHOAN THI HANH

Picu 18. Xay dwng va cong bd

Quy ché nay dugc Vén phong HDND-UBND Xa trinh ngudi ding dau don
vi van hanh trudce khi cong bo ap dung.

Picu 19. Khen thwéng va xir Iy vi pham
1. Xem xét, khen thuong cho cac ca nhan, phong ban c6 nhiéu thanh tich
trong cong tac bao dam an toan thong tin mang trong quan ly, van hanh, khai thac
Hé thong mang ndi bo cua don vi.
2. T6 chirc, c& nhan c6 hanh vi vi pham quy ché nay thi tdy theo tinh chat,
murc d6 vi pham ma bi xur 1y theo quy dinh hién hanh.
Piéu 20. Ra soat, cap nhat, bo sung Quy ché
1. Binh ky 03 ndm hoc khi c6 thay doi Quy ché bao dam an toan thong tin
kiem tra lai tinh phu hop va thuc hién ra soat, cap nhat, bo sung.
2. C6 ho so luu lai thong tin phan hoi cia doi twong p dung chinh sach trong
qua trinh trién khai, ap dung chinh sach an toan théng tin./.
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